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About this documentation

About this documentation

Editions of this documentation

Edition Release |Note
date
01 2020-11 First edition for 15VRS
Revision:
o chapter 16.3.14 "SF_IOConfigCntl" on page 249
02 2021-04 Revision for version 15V12

New:
o chapter 4.2.1 "Response times for field bus controls" on page 19

° chapter 20 "Specific safety information for library function blocks in the application" on page
599

Revision:

° chapter 4.2 "Planning the response times" on page 18

° chapter 5.4 "Notes" on page 27

° chapter 5.1 "System requirements" on page 25

o chapter 5.2 "Qualified personnel” on page 25

o "Undersampling detection (sender and recipient)" on page 109

o chapter 8.3 "Logging into the control and change to debug operation" on page 118
° chapter 14.1 "Changing and reusing the software" on page 203

o chapter 14.2 "Reusing an accepted Safety project" on page 204

° chapter 14.4 "Changes in the project" on page 207

° chapter 8.2 "Connection to the Safety control" on page 115

° chapter 8.6.2 "Debug mode and organizational safety" on page 132

1.1

Tab. 1-1: Change Record

Validity of the documentation

Overview on target groups and  |n the following illustration, the framed activities, product phases and target
product phases  groups refer to the present documentation.

Required qualification: Individual who is able to assess the tasks assigned
and to identify possible safety risks owing to qualification in the subject,
knowledge and experience. The individual should also be familiar with the
standards and regulations.

This documentation supports the user during the following phases:
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Product . Mounting 5 . L . T
phases { Selection lassembly/installatior> Englneenng> Commlsswmr} Operation > Decommissioning
> Presales | Aftersales -
Design engineer:
Mechanic/
electrician
Programmer Programmer )
Technologist ( Commissioning engineer )
Target [ Technologist |
roups il T
group specialist ( Process specialist )
Machine
operator
Maintenance Mechanic/
technician electrician
(_Service )|[Disposal company |
|
[ select ||| Unpack ||( Parameterize )|[ Optimize ||( Operate )|[ Dismount |
[ Prepare  |[[ Mount ]| Program )| Test )| Maintain |||  Dispose |
Activities [ Design || Install )|[ Configure |
foula
Create
the NC program
Fig. 1-1: Application phases

1.2

Bosch Rexroth AG R911398635_Edition 02

Documentation structure

This documentation describes the following points:

chapter 3
chapter 4
chapter 5
chapter 6
chapter 7
chapter 8
chapter 9
chapter 10
chapter 11
chapter 12
chapter 13
chapter 14
chapter 15
chapter 16
chapter 17
chapter 19
chapter 21
chapter 22
chapter 23
chapter 24
chapter 25
chapter 26
chapter 27

"Standards" on page 9
"Planning the complete system" on page 17
"Requirements and use" on page 25
"Project development in SafeLogic" on page 29
"Programming" on page 73
"Online operation of the Safety control" on page 115
"Pinning" on page 149
"Software verification" on page 155
"Software acceptance and documentation" on page 171
"Software update" on page 175
"Operation and administration of the control" on page 179
"Changing and reusing the accepted software" on page 203
"Control decommissioning - PLC extension" on page 211
"Safety libraries" on page 213
"Field buses and network variables" on page 549
"Version list of Safety function blocks" on page 597
"List of valid or changed functions" on page 601
"Error" on page 607
"Reference Safety user interface" on page 633
"Reference Safety programming" on page 643
"Definition of terms, SafelLogic" on page 647
"IEC 61131-3 Compliance" on page 657
"Service and support" on page 671.

Additionally, the following is provided:

chapter 28

"Acceptance protocol" on page 673
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1.3
1.3.1

1.3.2

About this documentation

Using safety instructions
Structure of the safety instructions

The safety instructions are structured as follows:

Safety alert symbol Consequences and
ﬂ Signal word [ source of danger
A CAUTION Burns and chemical burns due to wrong
battery treatment!

Do not open the batteries and do not heat them over 80 °C.

X

Avoiding danger

Fig. 1-2: Structure of the safety instructions

Explaining signal words and safety alert symbol

The safety instructions in this documentation contain specific signal words
(danger, warning, caution, notice) and, if necessary, a safety alert symbol
(according to ANSI Z2535.6-2006).

The signal word draws attention to the safety instruction and indicates the
risk potential.

The safety alert symbol (triangular safety reflector with exclamation marks),
preceding the signal words Danger, Warning, Caution indicates hazards for
persons.

A DANGER

In case of non-compliance with this safety instruction, death or serious injury
will occur.

A WARNING

In case of non-compliance with this safety instruction, death or serious injury
can occur.

A\ CAUTION

In case of non-compliance with this safety instruction, minor or moderate
injury can occur.

NOTICE

In case of non-compliance with this safety instruction, material damage can
occur.
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1.3.3 Symbols used

Pointers are displayed as follows:

= This is a note.

Tips are displayed as follows:

This is a tip.

MII@

1.3.4 Explaining the signal alert symbol on the device

If this symbol is on your device, you have to observe the
documentation on the device. The respective
documentation informs on the type of hazard as well as
the steps required to avoid this hazard.

14 Required and supplementing IndraWorks documentations
1.4.1 Engineering

Documentation title with type code and part number

IndraWorks 15VRS Software Installation
DOK-IWORKS-SOFTINS*V15-CORS-DE-P, R911393450

The documentation describes the IndraWorks installation process.
IndraWorks 15VRS Engineering
DOK-IWORKS-ENGINEE*V15-APRS-DE-P, R911393303

This documentation describes the use of IndraWorks in which the Rexroth Engineering tools are integrated in. Working with
IndraWorks and oscilloscope function operation are described.

IndraWorks 15VRS PLC Programming System IndralLogic 2G
DOK-IWORKS-IL2GPRO*V15-APRS-EN-P, R911396137

This documentation describes the PLC programming tool IndraLogic 2G and its use. The basic use, the first steps, the visu-
alization, the menu items and the editors are described.

IndraWorks 15VRS Basic Libraries IndralLogic 2G
DOK-IL*2G*-BASLIB**V15-LIRS-DE-P, R911398633

The manual describes the system-comprehensive PLC libraries.
IndraWorks 14VRS WinStudio 7.4
DOK-IWORKS-WINSTUD*V14-APRS-DE-P, R911341585

This “User Manual and Technical Reference Book” supports the user in maximizing the results when using the “Rexroth
WinStudio” software. The document provides technical information and step-by-step instructions to create web-enabled
HMI/SCADA programs.

IndraWorks CamBuilder 14VRS
DOK-IWORKS-CAMBUIL*V14-APRS-EN-P, R911387570

This documentation describes the basics and the operation of the CamBuilder. The CamBuilder is a tool for cam editing.

Bosch Rexroth AG R911398635_Edition 02
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IndraWorks 15VRS Field Buses
DOK-IWORKS-FB******\/15-APRS-DE-P, R911393284

This documentation describes the field bus and local periphery connections supported by the MLC and MTX systems. The
focus of this documentation is on the configuration, parameterization, commissioning and diagnostics of the different pe-
riphery connections. It is the basis for the online help.

WebAssistant
DOK-GENERL-WEB*ASSIST*-APRS-DE-P, R911381469

This documentation describes the WebAssistant. The WebAssistant is a web-based diagnostic tool used to access a con-
trol system via an Ethernet high-speed connection. The WebAssistant allows OEMs, end users and account managers to
access a system from anywhere for the purpose of remote diagnostics. Requirement: a PC with Internet Explorer version
11 or newer, Firefox version 45 or newer or Google Chrome version 54 or newer.

The following control variants are supported:

° XM2
° XM4
. VPx

IndraWorks SafelLogic 15VRS First Steps
DOK-IWORKS-SL*STEP*V15-CORS-EN-P, R911400170

By using this documentation, the user can get acquainted easily with the safety technology SafelLogic. By using project ex-
amples, the user gains insight in the areas installation, configuration, commissioning, debugging and diagnostics.

IndraWorks 15VRS Field Bus Libraries
DOK-IWORKS-FB*LIB**V15-LIRS-DE-P, R911393275

The manual describes the field bus libraries. RIL_ProfibusDP_02, RIL_ProfibusDPSlave, RIL_ProfinetlO, RIL_ProfinetlODe-
vice, RIL_EtherNetIPAdapter, RIL_MappingList, RIL_SERCOSIII, RIL_Inline, including the diagnostics as well as the error
reactions of the function blocks.

IndraWorks 14VRS Remote Maintenance
DOK-IWORKS-REMOTE**V14-APRS-DE-E, R911382628

This documentation supports the user during the installation and the use of the remote software that is compatible with cur-
rent operating systems Win7 - Win10.

IndraWorks Remote Condition Monitoring RMB_TechRCM
DOK-IWORKS-TEC*RCM*V14-LIRS-DE-E, R911343671

This documentation describes the individual functions of the "Remote Condition Monitoring” system as well as the most im-
portant use cases for fast condition assessment of the connected machines/systems.

IndraWorks 15VRS SafeLogic - Project Configuration
DOK-IWORKS-SL**PRJ*V15-APROS-EN-P, R911398635

This documentation provides information on how to create and program Safelogic projects in IndraWorks Engineering.

Tab. 1-2: IndraWorks documentation overview - Engineering
1.4.2 Engineering & Visualization

Documentation title with type code and part number

IndraWorks 14VRS Energy Efficiency Management
DOK-IWORKS-4EE*****V14-APRS-DE-P, R911339229

This document describes the use of the Energy Efficiency Management function within the MLC and MTX systems. These
example applications explain the system configuration and visualization.

Tab. 1-3: IndraWorks documentation overview - Engineering & Visualization
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1.4.3 Visualization

Documentation title with type code and part number

IndraWorks 14VRS HMI
DOK-IWORKS-HMI*****V/14-APRS-DE-P, R911343569

This documentation describes the HMI user interface IndraWorks Operation, its operation and its functions as well as the
configuration in IndraWorks Engineering.

Tab. 1-4: IndraWorks documentation overview - Visualization

1.5 Names and abbreviations

Term Explanation

MLC Compact Motion Logic system with Motion, Robot and Logic Control functionality

MTX Universal CNC control

IndraWorks Engineering Project planning and commissioning tool of Bosch Rexroth

IndraDrive Drive controller

Wizard Wizard guiding through several dialogs for an ergonomic data input

Function block Provides application-specific functionalities

IEC International Electrotechnical Commission

Sercos Sercos (SErial Realtime COmmunication System) interface is a world-wide standar-
dized interface for the communication between controls and drives

XML Extensible Markup Language (XML). It is a markup language to represent hierarchi-
cal structured data as text data

SDDML Sercos Device Description Markup Language. Device description language for
Sercos lll devices. It is an XML description for Sercos Il devices and follows the
Sercos Il device model

Tab. 1-5: Terms and abbreviations
Also refer to

®  chapter 25 "Definition of terms, SafelLogic" on page 647

1.6 Customer feedback

Customer requests, comments or suggestions for improvement are of great
importance to us. Please email your feedback on the documentations to
Feedback.Documentation@boschrexroth.de. Directly insert comments in the
electronic PDF document and send the PDF file to Bosch Rexroth.

Bosch Rexroth AG R911398635_Edition 02
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Introduction
2 Introduction
The IndraWorks Safety Manager is a software for programming of safety con-
trols.

This manual is part of the IndraWorks Safety Manager product package and
has to be read before creating a safety application with the IndraWorks Safe-
ty Manager.

Besides the description of the functions of the IndraWorks Safety Manager,
the manual also includes instructions that are to be observed when creating
safety applications.

The IndraWorks Safety Manager is suitable for the development of safety ap-
plications for application software up to SIL 3 according to IEC 61508/62061
and category 4 PL-e according to ISO 13849.

This documentation describes:

e  How a safety application is managed

e  How the function blocks are programmed

® How safe I/O modules are to be configured and used

®  How a safety application is protected against unauthorized access
®  How a safety application is version-controlled

e How the data exchange is configured between the safety application
and the standard application

e How a safety application is loaded to a safety control and tested
®  How a safety application can be verified and accepted

A part of the manual is the exact description of the language variability to cre-
ate a safety application. This includes all data types, operators and all availa-
ble function blocks. The language scope depends on the language scope de-
fined by PLCopen for security software (Basic level and Extended level).

The available file types and operators are described in Overview on language
elements, page 80,

The function blocks available in the system are contained in the chapters
Safety libraries, page 213, and Field buses and network variables, page
549.

Understanding the manual requires good IndraWorks skills and knowledge of
IEC 61131-3.

R911398635_Edition 02 Bosch Rexroth AG
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3

Standards

Valid Safety standards

Standards

Iy The version of standards as of September 1, 2017 is taken into
consideration.

Machine manufacturers and operators of technical systems are responsible
to ensure that machines and systems comply with the general health and
safety requirements. Complying with the applicable standards ensures that
the machine manufacturer or the installer of the system has exercised due
diligence and that the state-of-the-art is complied with.

The Machinery Directive states a standardized level for accident prevention
for machines that are brought into circulation within the European Economic
Area as well as in Switzerland and Turkey.

It is the machine manufacturer's responsibility to produce proof of compliance
with underlying requirements. Evidence can be provided by complying with
the respective European Standards (EN).

These standards ("harmonized standards”) are listed in the official journal of
the European Union.

e ENIEC 62061 and EN ISO 13849: For the functional part of the safety
of control systems

e  Specific harmonized standards ("product standards"): For the functional
part of the safety of individual types of machines (machine tools, wood-
working machines, printing machines, packaging machines, etc.)

For machine manufacturers, these standards have the highest priority. If
these standards are complied with, it can be assumed that the basic safety
requirements of the Machinery Directive are met.

The IndraWorks Safety Manager is suitable to program the Safety functions
of a machine according to these standards:

IndraWorks
Safety Manager

l

PLCopen Safety Software

,

ENIEC 62061
ENISO 13549

|

‘ EN IEC 61508 ‘ EN IEC 61131-3

k.

Fig. 3-1: IndraWorks Safety Manager, Safety standards overview

R911398635_Edition 02 Bosch Rexroth AG



10/683

IndraWorks 15VRS Safelogic - Project Configuration, Re-

lease 02V08
Standards

Standard Description

Basic Safety standard for the entire system
EN IEC 61508

Defines SIL, LVL, organizational requirements

Area Safety standard for functional safety of control systems
EN IEC 62061 Harmonized European Standards
EN ISO 13849 EN IEC 62061: Grading according to SIL

EN ISO 13849: Grading according to PL

EN IEC 61131-3

Programmable controllers, part 3: Programming languages, edition 2

Defines five programming languages, among others FBD

PLCopen TC5

"Safety Software"

Programming guidelines
Division of signals (safe - unsafe)

Certified function blocks

Safety levels

Software development require-
ments

Bosch Rexroth AG R911398635_Edition 02

Depending on the damage risk, EN IEC 62061 and EN I1SO 13849 place dif-
ferent requirements on the reliability of programmed machine Safety func-
tions.

In EN ISO 13849, different performance levels, i.e. PL-a to PL-e, are defined.

For this reason, EN IEC 62061 refers to the basic Safety standard EN IEC
61508 defining the safety integrity levels SIL1 to SIL4.

The standard EN IEC 61508 describes the general certification of electric,
electronic and programmable electronic systems (abbreviated: E/E/PES). Al-
so integrated software parts can be certified according to this standard. It is
the basic standard EN IEC 62061 and EN ISO 13849 are referring to.

The two level systems approximately correspond to each other as follows:

PL SIL
a no correspondence
b 1
c 1
d 2
e 3
no correspondence 4

Tab. 3-1: Correspondence between PL and SIL

The IndraWorks Safety Manager is suited for machines of levels SIL1 to SIL3
and PL-a to PL-e.

To ensure that the programmed Safety function reaches the required safety
level, certain requirements are to be met already during development of the
control software.

In EN IEC 61508, the cycle of the entire system is defined in 16 phases,
starting with

®  Phase1: "Concept" and ending with

®  Phase16: "Decommissioning".

The IndraWorks Safety Manager is used as a tool in EN IEC 61508
®  Phase10: "Realization, Safety software life cycle".
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The PLCopen concept for Safety
software

PLCopen concept 1: integrating
development environments

Standards

Among other aspects, the standard requires the definition of a safety plan,
creation of software specifications, definition of programming guidelines and
planning of test activities.

Using a limited variability language (LVL) for programming reduces the re-
quirements of the standard. With these languages, program logic can be ex-
pressed more clearly and understood and verified easier. These reduced re-
quirements are defined in EN IEC 62061 and EN ISO 13849. (In case of us-
ing unlimited program languages, both standards refer to the basic standard
61508 (with general and more complex requirements).)

The LVLs include in particular the graphical languages of EN IEC 61131-3
like FBD or LD. Not included are textual languages like C, ST, Assembler or
IL.

For machine manufacturers, complying with all standards is often cost-inten-
sive and complicated, since they have to deal with multiple safety-related
standards. When designing machines and systems, the failsafe and function-
al sections of the application are often developed separately and are only in-
tegrated at the end. Thus, the safety aspects are taken into consideration, but
are not integrated into the overall philosophy of the system from the begin-
ning. Modern, software-based control systems and safety protocol layers for
industrial field buses now allow the integrated development of the failsafe and
functional sections of the application from the very beginning.

According fo all authoritative Safety standards, the general requirements for a
Safety application are as follows:

e Differentiating between Safety and non-safety functionalities
®  Using suitable programming languages/subsets

e  Using validated software blocks

®  Using suitable programming guidelines

®  Using detected error-reducing measures for the service life of the fail-
safe software

In order to reduce the cost and effort of meeting these high standards,
PLCopen has created a solution that includes all points. This standardized
solution is supported by IndraLogic Safety in all aspects.

Safe Safety

inputs application

Safe
outputs

Standard
outputs

Standard Functional
inputs application

Fig. 3-2: PLCopen software architecture mode/

The failsafe and the functional part of the application are represented as the
functional application and the Safety application in the software architecture
model. With SafelLogic, the functional application runs on the main control
and the Safety application on the Safety control. Instead of having different
development environments for each sub-application, the target of PLCopen is

R911398635_Edition 02 Bosch Rexroth AG
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Extending the PLCopen concept
with cross communication

PLCopen concept 2: Separating
the safe aspects from the unsafe
aspects

Bosch Rexroth AG R911398635_Edition 02
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to add an integral part for the Safety application to the development environ-
ment of the functional application.

®  The Safety application processes the safe inputs and controls the safe
outputs, while the functional application processes the unsafe inputs
and controls the unsafe outputs. The functional application has read ac-
cess to the safe inputs and global variables (indicated by the left-hand
arrow).

®  The unsafe signals can only be used in the Safety application to check
the program flow and cannot be connected directly to safe outputs (indi-
cated by the right-hand arrow and the AND operator).

SafelLogic therefore expands the IndraWorks Standard development environ-
ment (for functional applications) to include a part for developing Safety appli-
cations. The entire machine application consists of a functional application
and a Safety application with corresponding inputs and outputs, and the ex-
change of data between them is developed in one development environment
in one project.

The cross communication between the controls is an extension of the classic
3-step architecture inputs--control--outputs as in the PLCopen software archi-
tecture model. By using Safety network variables in the Safety application, a
safe cross communication can be realized between the Safety controls.

The use of Safety network variables is taken into consideration in the follow-
ing architecture model. There is a second Safety application and thus another
functional application. The signals of the safe inputs are evaluated by the
PLCopen function blocks, processed in one of the two Safety applications
and subsequently evaluated in the PLCopen function blocks for actuation of
the safe outputs.

Safe A fSafety application 1 ) (Safety application 2 ) Safe
inputs T I Pl el L] g | | Peopen outputs ‘
- H o Har el g e
Standard h Functional A Functional Standard )
inputs application 1 application 2 outputs
/ v /
Fig. 3-3: Software archifecture model with cross communication

When using network variables, data can be communicated in two different
ways between Safety applications:

®  Sensor monitoring outputs, realized by PLCopen function blocks
e  Safety function requirement, represented as cause/effect in the model.

To clearly distinguish between safety-related signals and standard signals,
new data types marked as "SAFE" have been defined. Thus, developers can
detect safety-related signals requiring special attention. It also enables auto-
matic testing of data connections to detect all invalid connections between
standard signals and safety-related signals. Although SAFE data types can-
not guarantee that the signal status is safe (e.g., if peripherals are incorrectly
wired), they are nevertheless an organizational tool to minimize errors in ap-
plication programs. Thus, signal flow verification is facilitated and becomes
less time-consuming. SAFE data types can be used in a safety-related envi-
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PLCopen concept 3: compatible
language with programming guide-
lines

Standards

ronment. They are to be used to distinguish between safe and unsafe signals
to simplify validation and certification.

SafelLogic only handles signals from and to safe field devices as SAFE val-
ues and automatically verifies whether or not the SAFE data types in the ap-
plication logic are linked correctly.

PLCopen has established some rules to uniformly define safety-related func-
tion blocks and has applied these rules in their function blocks. These "Gen-
eral Rules for Safety-Related Function Blocks" apply to PLCopen-compliant
function blocks.

The PLCopen prefers the function block diagram (FBD) and instruction list
(IL) languages. These languages facilitate the programming of units, as well
as the readability and testability. The program code is clearly structured and
is similar to the conventional discrete wiring of safety modules. The FBD pro-
gramming language is available in SafelLogic for implementing the program
code of the Safety application.

Due to the requirements of the programming guidelines, the "Safety Soft-
ware" PLCopen workgroup defined programming rules on two levels: Basic
level and Extended level.

Basic level: The basic approach is that the safety program only consists of
certified function blocks that can be easily connected to each other in graphi-
cal form. Additionally, if the structure of the connection between the function
blocks is limited, a view based on modern IDEs (Integrated Development En-
vironment) can be developed that is similar to the conventional discrete wir-
ing of safety modules. The programs have a clear structure and can easily be
read. Additionally, the time required for releasing programs is considerably
shortened as already certified function blocks are used.

Extended level: To realize projects for which the current range of certified
function blocks is not sufficient, the required function blocks (or even the pro-
gram) can be created in the Extended level. For this, an extended language
scope is provided. However, the validation of the functionalities of these func-
tion blocks and programs can be much more complex and respectively more
time-consuming as the programs are subject to the complete verification
process. Once the function blocks are verified/validated, they can be used in
the Basic level offering the advantages described above.
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PROG or FB programmed in
BASIC Level
AND ! B FB programmed in
— Extended Level
GE —
FBD ] |
94  FnotH L
External| FB | Library . TOF
Firmware
FBD
(external FB)
—————
< Validation/
HE, Certification

Fig. 3-4:
Safelogic supports these PLCopen rules by automatically testing the pro-
gramming guidelines and linking rules. It checks blocks marked as Basic
against the Basic rules, and blocks marked as Extended against the Exten-
ded rules. In case of violation, the application cannot be loaded onto the con-
trol. Consequently, it is automatically verified that the rules are complied with.

Only a few rules have to be checked manually (see Manual check of the pro-
gramming guidelines, page 158).

The PLCopen has defined a set of function blocks for defining recurring func-
tionalities in Safety applications. This set of function blocks supports the typi-
cal safety equipment found in production automation. The following table
(tab. "Assignment of safety equipment to PLCopen function blocks" on page
15) shows how the functionalities of the safety equipment are assigned to
the individual PLCopen blocks.

Recommended application area of both programming levels
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Assignment of safety equipment to PLCopen function blocks

(IEC 60204)

Operating  ele-|E-STOP button (EN ISO
ments 13850) SF_EmergencyStop
Two-hand control (EN 574,
ISO 13851) SF_TwoHandControlTypell/lll
Enabling switch, — operation | op £ v1eSwitch, SF_ModeSe-
mode selection switch (IEC lector
60204)
SF_SafetyGuardMonitoring,
Sensors Safety door (EN ISO 14120) SF_SafetyGuardLocking (Safety
Guard Interlocking with Locking)
Light barrier (IEC | SF_ESPE, SF_Testable Safety-
61496/62046) Sensor
Muting sensors (IEC | SF_MutingSeq, SF_MutingPar,
61496/62046) SF_MutingPar_2Sensor
Outputs Drive/valve with safe state SF_SafetyRequest

Relay with return contact (IEC
60204)

SF_EDM

Output switched to unsafe with
monitoring (IEC 60204)

SF_OutControl

The IEC 61131-3 defines the programming languages used for programming
controls. It defines the FBD language from which PLCopen has defined sub-
sets and for which PLCopen has defined programming rules.
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4 Planning the complete system

For the safety-related part of the control system of a machine, different topol-
ogies can be selected depending on the communication options of the safety
controls and the main controls used:

T1: The safety functions of the machine are each implemented locally
within one or multiple field buses with one single safety control at the
field bus master

T2: The safety functions of the machine are each implemented locally
within one or multiple field buses with multiple decentralized controls
that are not communicating among each other.

T3: The safety functions of the machine are implemented in multiple
field buses with multiple safety controls communicating among each
other via Safety network variables.

After identifying the safety risks at a machine (risk analysis) and defining
safety functions for risk reduction, the safety-related part of the machine con-
trol system can be planned. Consider several points at the same time:

1.

Allocation: Field devices, field buses and safety controls have to be
planned for the safety functions of the machine (Planning devices and
allocation, page17).

This results in input signals, output signals and functional requirements
on the safety applications to be developed for the individual safety con-
trols.

Response times: To achieve the response times required for a safety
function, plan the respective performant devices and time settings for
the devices (chapter 4.2 "Planning the response times" on page 18).

This results in requirements on the configuration settings in the safety
applications.

Unambiguousness: To communicate between the safety controls and
the safe field devices and among the safety controls, different unique
addresses and IDs have to be assigned with regard to the respective
field bus. For the topologies T2 and T3, this has to be planned across
the individual safety controls (Planning addresses, page 24).

This results in requirements on the configuration settings in the safety
applications.

System requirements: For Ethernet-based field buses (e.g. Sercos,
Profinet) and for network variables, additional system requirements on
the boundaries of the network, on the devices in the network and on the
communication error rate can result.

For specific requirements, refer to the section "System requirements” in
Field buses and network variables, general information, page 549

Access protection: To protect the safety functions, protective measures
have to be takes on different levels. Especially the network used for the
cross communications (T3) has to be protected on machine level (chap-
ter 13.1 "IT security during operation" on page 179).

4.1 Planning devices and allocation

To implement the safety functions of the machine, plan respective sensors
and actuators, safe field devices in field buses and safety controls. The safety
functions have to be assigned to them (allocation).
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Distributing with cross communi-
cation

= The maximum number of safe field devices for a safety function
can be limited by the field bus, e.g. to 100 for PROFIsafe.

(Refer to SafetyProfisafeHost.library, page 552).

Typically, a safety function is implemented by a safety control and its exclu-
sively assigned safe field devices are implemented in the same field bus (al-
ways for T1, T2). The sensors and actuators required for the safety function
of a safety control should be connected to this safety control (and thus to the
main control) due to simplicity reasons.

= The maximum number of safe field devices in the same field bus
or of safety controls in the same field bus (only T2) can be limited
field bus-specifically (Field buses and network variables, general
information, page 549).

Each planned safety control requires a safety application. Therefore, start a
software engineering process. Create a specification for the safety applica-
tions (not mandatorily as separate document). For verification purposes, plan
a functional test or a black box test against the specification for each safety
application and execute it in the verification phase.

See Complete functional test of the application, page 168.

A safety function can be distributed across field devices and safety controls in
multiple field buses (also field buses of different type) when establishing a
communication between the safety controls of these field buses (T3). The re-
spective network between the controls has to be considered for planning.

In case of such a distribution, sensors, actuators and field devices have to be
always monitored in the safety control in the same field bus as the field devi-
ces. The safety control taking the decision to trigger the safety function
(cause/effect) has to be specified (PLCopen concept 1: integrating develop-
ment environments, page 11)

It has to be specified whether the decision is made on the safety control with
the sensors or on the safety control with the actuators or whether both safety
controls are part of the decision?

Safety network variables fulfil the function of the safe cross communication in
the SafelLogic. They allow the configuration and the operation of a safe data
exchange between the SafelLogic safety controls in one project.

They were created if multiple safety controls require the same sensor (e.g. E-
STOP switch) for their safety functions: Select a safety control to connect the
sensor to. This safety control has to monitor the sensor and to further distrib-
ute the monitored sensor signal to the other safety controls via the NetVar
mechanism.

Principle: An IndralLogic project contains both safety controls with their main
controls and others if required. The safety control with sensors publishes the
data and the other safety controls of the project can read this data. It is com-
municated via the main controls of the respective safety controls.

4.2 Planning the response times

Bosch Rexroth AG R911398635_Edition 02

The response time of a safety function (total response time) is the time from
the hazardous event detected by a sensor of this safety function up to the re-
sponse of an actuator of this safety function ensuring safety. A safety function
can comprise several actuators. The response time has to be calculated indi-
vidually for each link between sensor — actuator.
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The following has to be differentiated with regard to the response time:

® The actual response time R; in the machine for a specific event at a
point in time t

e  The technically-relate upper limit (worst case) R,. of the actual re-
sponse times during an interference-free operation. l.e. R, = R;.

® The upper limit of the response time Ry ensured by the safety system
even in case of error, by which a response is triggered by the latest; if
required even by using the safe outputs establishing the safe state. For
a smooth operation [without the safe state (for emergency) by the safe
outputs], Ry 2 Ry.

e  The maximum response time permitted R, for the functional safety of
the machine by the safety requirements. R, 2 Ry is required for the
safety.

The actual response times, your worst case R, and thus the shortest rea-

sonable response time guarantees Rg depend on the topology of different

device-, field bus- and application-specific factors. The user can modify some
of these factors by configuring via IndraWorks (cycle times, monitoring
times).

To achieve the response times for a safety function in the machine, plan re-

spective coordinated time settings in the different safety applications includ-

ing their safe field devices and in the field bus masters.
4.2.1 Response times for field bus controls

Response time for topology T1/T2

For each safety function implemented locally in a field bus with a safety con-
trol (T1/T2), the actual response time can be influenced by using the follow-
ing settings: Cycle time of the safety control and cycle time of the mapping
application of the standard control.

Each sensor (e.g. a photoelectric barrier or EMERGENCY STOP pushbutton)
converts the physical signal to an electrical signal. This signal can be connec-
ted to an input module (e.g. a safe input) which converts the signal to logic
information.

Each of these elements has a minimum (= processing) and a maximum delay
time (= processing and waiting). The actual delay time or the delay time inter-
val is in between the minimum and the maximum delay time.

The worst case scenario for each component, when assuming all compo-
nents work asynchronously, is twice the delay of the component.

Fieldbus

Safe
output

Sensor- Stopping
delay Time

Fig. 4-1: Time factors for calculating the actual response time Rt
Information on the individual time factors:

e  Sensor delay: The sensor converts a physical state into an electric sig-
nal (for the duration, refer to the sensor data sheet)

e Recording: The input signal converts the sensor signal to field bus
PDOs (logic information). For the duration, refer to the data sheet of the
input module

e  Field bus transport: Depending on the selected field bus velocity
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e  Routing in the standard control: Depending on the cycle time of the
mapping application

e  Transport in die Safety control (system-dependent)

®  Processing: The safety control processes the logic information of the in-
put module to logic output information (field bus PDOs). Duration de-
pending on the cycle time of the safety application

¢  Field bus transport: Depending on the selected field bus velocity

e  Switching through the safe output: Converting the field bus PDOs into
an electric signal for the actuator, refer to data sheet of the output mod-
ule

e Lag time: Converting the electric signal into a physical action by the ac-
tuator, refer to data sheet of the actuator

Stopping
Time

WDT Watchdog time

AT Recording time

W Waiting time

B Processing time

T Transport time

Fig. 4-2: t7"/'/776 IL_\I:acz‘ors to calculate the guaranteed upper limit of the response
ime Rg

Due to safety reasons, the factors in each safety component and the combi-
nation of the factors between the safety components are equipped with a su-
perordinate time monitoring against a time limit, the so-called watchdog time.
The necessary measures are contained in time monitoring to activate the
safe state if an error or an interference occurs within this component or the
previous component. These watchdog times are configured in the safety ap-
plication. By using the watchdog times, the guaranteed upper limit Rg of the
total response time can be calculated.

e  WODT In: Configured watchdog times of the field bus communication be-
tween safe input module and safety control.

— Initially as maximum waiting time resulting from the safe field bus
protocol in the input device before it can send a changed signal
from the sensor to the safety control. The signal of the sensor has
to be pending for at least this period to ensure that it can be sam-
pled by the safety control.

—  The second time as maximum transport time during which the sent
signal in the safety control is received as input signal. This time
monitors the performance of the field bus and the main control as
go-between.

Duration of field time transport + duration of routing < WDT In

e WDT Out: Configured watchdog time of the field bus communication be-
tween safe output module and safety control.

— Initially as maximum waiting time including an application cycle to
map new variable values to output signals before the safety control
can send a changed output signal to the output device. The signal
has to be pending for at least this period in the safety control appli-
cation to ensure that it can be sampled by the output module.
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—  The second time as maximum transport time during which the sent
signal is received in the output module. This time monitors the per-
formance of the field bus and the main control as go-between.

Duration of routing + duration of field bus transport < WDT Out

The guaranteed upper limit of the total response Ry is:

«)

Sensor delay

+ max. recording time
+2xWDT In

+ 2 x WDT Out

+ max. switching time
+ Lag time

4.2.2 Response time for cross communication (T3)

For a safety function with two safety controls communicating via Safety net-
work variables, modify the total response time using the following settings:
Cycle time of the sender safety application, cycle time of the receiver safety
application, cycle time of the mapping application of the standard control.

I
ER—CGD—(E D, =
i e o HEED) =) v )=
WDT Watchdog time
AT Recording time
w Waiting time
B Processing time
T Transport time
Fig. 4-3: Response time for cross communication

Response time for cross communication

The guaranteed upper limit of the total response Ry is:

«)

Sensor delay

+ max. recording time
+2xWDT 1

+2x WDT 2
+2xWDT 3

+ max. switching time
+ Lag time

In a project with Safety network variables, there are multiple watchdog times
WDT (see fig. 4-3) resulting in the total response time. Each WDT time in-
cludes at least one cycle time of the application due to the time measurement
procedure in the safety control from the beginning of the cycle to the begin-
ning of the cycle (Response time for cross communication (T3), page 21).

e WDT 1: configured monitoring time of the field bus communication be-
tween the safe input device and the safety control 1

— Initially as maximum waiting time resulting from the safe field bus
protocol in the input device before it can send a changed signal
from the sensor to the safety control 1. The signal of the sensor
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Danger of undersampling
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has to be present for at least this period to ensure that it can be
sampled by the safety control 1.

—  The second time as maximum transport time during which the sent
signal in the safety control 1 is received as input signal. This time
monitors the performance of the field bus and the main control as
go-between.

—  WDT 1 corresponds to "WDT In", refer to chapter 4.2.1 "Response
times for field bus controls" on page 19

e  WDT 2: configured monitoring time of the cross communication between
the safety controls 1 and safety control 2

- Initially as maximum waiting time including an application cycle to
map the new input signals to network variables before safety con-
trol 1 can send new variables to safety control 2. The values have
to be present for at least this period in the safety control 1 to en-
sure that it can be sampled by the safety control 2 (Cross commu-
nication with Safety network variables, page 106).

—  The second time as maximum transport time during which the sent
variable value is received in safety control 2. This time monitors the
performance of the Ethernet connection and the standard control
as go-between.

e  WDT 3: Configured monitoring time of the field bus communication be-
tween the safety control 2 and the safe output device

- Initially as maximum waiting time including an application cycle to
map new variable values to output signals before safety control 2
can send a changed output signal to the output device. The signal
of the sensor has to be present for at least this period in the safety
control 2 to ensure that it can be sampled by the output device.

—  The second time as maximum transport time during which the sent
signal is received in the output device. This time monitors the per-
formance of the field bus and the main control as go-between.

—  WDT 3 corresponds to "WDT Out", refer to chapter 4.2.1 "Re-
sponse times for field bus controls" on page 19

In each step of the safety chain, a signal has to be applied "long enough" to
the source (safe input device, safety control 1, safety control 2) (as long as
the WDT time of the connection) to ensure that it can also be sent further in
the worst case temporal response. That means that if the sensor signal in the
input device or if a network variable in safety control 1 or if the output signal
is the safety control 2 change only briefly from the value A to the value D and
then returns to A, it is possible that the value D is never transferred (under-
sampling). If the value D to be used to request a safety function becomes un-
available, the safety function fails and the functional safety is lost. If one link
in a safety chain does not automatically prolong the signal to the minimum
measure for the next step (WDT time k), the signal had to be applied longer
than WDT time k-1.

If, for example, the safety control 1 receives the signal from the input device
(or another safety control 0) and releases it without processing, take the fol-
lowing into consideration:
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= A service life Tq of the signal at the input device currently ensur-
ing that the signal reaches safety control 1 (To2WDT 1) is not suf-
ficient to ensure a subsequent service life Tg in safety control 1
that is required for the NVL connection to safety control 2
(Ts=WDT 2). The service life has to be (Tg2WDT 1 + cycle time
safety control 1 + WDT 2). For a safety chain with multiple subse-
quent NVL connections, the times of all connections and controls
involved, have to be combined.

Monitoring time for cross communication

For the cross communication with network variables, the monitoring time of
the connection (WDT 2) depends on the receiver (safety control 2).

A monitoring time lower than the worst case of the communication cycle of
the network variables results in a system running unstable. There are losses
of time in the communication cycle, as the application cycles of sender and
receiver do not run synchronously and as the system-dependent transport
time has to be considered.

t1 ‘
Teom

Tr

Ts Tr

Worst-Case Texcwr

Tr o

TR

Ts

Tcom

TR

=

TR

Ts Cycle time of the application of the safety control 1 (NVL send-
er)
Tr Cycle time of the application of the safety control 2 (NVL re-
ceiver)
Tcom Transport time from a safety control via its standard control to
another standard control and its safety control
Fig. 4-4: Sequential diagram of a communication cycle of a network variable
(sender left, receiver right)
® (1): The receiver sends the protocol at the end of the cycle. As its time
base is frozen for the cycle, the monitored time already starts with the
starting point in time t; of the cycle.

® (2): The protocol sent by the receiver is received late (after the begin-
ning of the cycle of the sender). Thus, reading the protocol is delayed
until the next cycle is started.
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®  (3): Data sent by the receiver is received late (after the beginning of the
cycle of the receiver). Thus, checking data and the monitoring time is
delayed up to the next cycle start (in the example: t;).

®  (4): Worst case Ty wp Of the communication cycle

These delay factors result in the smallest, practical monitoring time (WDT 2)

= The monitoring time (WDT 2) for a Safety network variable con-
nection has to be larger than:
2 x transport time T, + 2 X cycle time sender T + 2 x cycle time
receiver Tg.

4.3 Planning addresses

Address for field devices

Addresses for cross communica-
tion

Multiple IndraLogic projects

Bosch Rexroth AG R911398635_Edition 02

Safety protocols such as Profisafe or CSos secure the connection between
the safety control and the safe field devices via the standard field bus using
Safety addresses (F_Dest_Add and F_Source_Add for Profisafe and SDID
and NetworklID for CSos). Their unique specification within a field bus has to
be planned, especially in case of multiple safety controls in the same field
bus (topology T2).

For more detailed instructions on unambiguity of the respective field bus-spe-
cific parameters, refer to Field buses and network variables, general informa-
tion, page 549

Some field devices are provided with multiple parallel Safety connections at
the same time. In such a case, an own address has to be planned for each
Safety connection with regard to the field bus and an own connection ID.

Address unambiguousness:
® in case of topology T1: unique slave address in the safety control

® in case of topology T2: mutual slave address space for all safety con-
trols under the same standard control

® in case of topology T3: mutual slave address space for all safety con-
trols with cross communication

For network variables, Safety addresses, Connection IDs and list identifiers
are uniquely assigned within a project. List identifiers are used for the
IndraLogic-internal ID. For each connection “sender-receiver”, IndralLogic re-
quires two identifiers (one for each direction). (Thus, its number is 2 for the
receiver and double the maximum number of receivers for the sender).

1y By default, network variables use UDP broadcasts in the machine
network.

To reduce the net load, fixedly set the IP addresses of the oppo-
site standard control.

In this case, it is reasonable to specify the IP addresses of all
controls in the machine network when planning the complete sys-
tem.

If the software for the machine is developed in multiple separate IndraLogic
projects, Safety addresses, Connection IDs and list identifiers have to be
uniquely specified across the machine for the network variables when plan-
ning the complete system. They have to be set manually.
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5 Requirements and use

5.1 System requirements

The following minimum system requirements apply fo smaller IndraWorks
Safety Manager projects with at most 100 blocks, 10 visualizations and 8 field
bus devices:

e 2GBRAM

e 1 GHz Pentium

e 5 GB available hard drive space

The IndraWorks Safety manager programming system is only released for:
®  Operating system: Windows 10, 64 bit

e  Screen resolution: 96 dpi

5.2 Qualified personnel

Adequate qualification is required for using safety-relevant products.

The personnel planning, creating and commissioning safety applications with
this product must:

®  be familiar with applicable standards and regulations
®  be familiar with relevant automation technology safety concepts

e  be familiar with basic accident prevention and occupational health and
safety regulations and special operating instructions

®  be familiar with manufacturer-specific manuals of the Safety control and
the connected safe field devices and safeguards

® have read and understood the safety instructions in this manual
e demonstrate proficiency in IndraLogic programming

5.3 IndraWorks Safety Manager license

There are two types of SafetyManager licenses:
® IndraWorks SafetyManager (R911322463)
This license is required to develop Safety programs.
It allows the following:
—  Logging into the Safety control including all debugging actions
—  Setting passwords
—  Downloading Safety programs
—  Creating boot projects
—  Retrieving control log
—  Updating firmware
e IndraWorks SafetyManager Lite (R911383338)

This license is required for the remote support and for the servicing of
Safety applications.

It allows the following:

—  Logging into the control via remote support access
—  Debugging without the option to change values

—  Retrieving control log
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The licenses are installed as follows:
1. Open license overview
For the license overview, go to Tools » Options..., General » Software

licenses.
;'E'l Name License status
- Setti
s '
Shortcuts IndraWorks SafetyManager Licensed
Projects IndraWorks SafetyManager Lite Licensed
L. Version Contral VC5-TeamClient Licensed
i1 CamBuilder WebComposer edttor for web applications -
|- Comparison WinStudio Lite Licensed
- IndraWorks D/MLD WinStudio viewer clients
- Visualization WinStudio web clients
H- IndraLogic 2G Write motor encoder data memory
- IndraLogic
H- XLC/MLC
4| 1 |
Fig. 5-1: License overview
2. Licensing
For the license dialog, click on the Licensing... button. Enter the activa-
tion key.
Install Licenses @

Enter License Type
Choose between full license with key and demo license.

Software component:
IndraWorks SafetyManager

Description:
IndraWorks SafetyManager -

@ Ful license
Activation key:
AAARAA - BEEEBEE - CCCCCC - DDDDDE - EEEEE

() Demo license (30 days)

Fig. 5-2: License dialog
To verify the activation key and to apply the license, press Next >>.

The IndraWorks SafetyManager license (Lite) is now installed and acti-
vated.
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A project created with SafelLogic does not guarantee the safety of the entire

application.

A CAUTION

Suitable safety concepts must be created for
systems, machines and programs.

A CAUTION

Manufacturers and operators of machines
with SafelLogic controls have to comply with
all national and international statutory provi-
sions, safety regulations and standards appli-
cable in their respective country on their own
authority during development, installation,
commissioning, operation and technical
checks.

A CAUTION

Comply with the information contained in the
SafeLogic application manual as well as the
manufacturer-specific manuals of the used
safety engineering devices.

A\ CAUTION

Use only commands, tolls, user interface con-
trol elements, editor tabs and views listed in
the following chapter to work with safety ap-
plications.

chapter 21 "List of valid or changed func-
tions" on page 601
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6 Project development in SafeLogic

Compatibility mode

Yellow safety structures

This chapter describes the structure of the project tree and the objects availa-
ble in the project tree to create a Safety application with SafeLogic according
to IEC 62061 and ISO 13849.

The IndraWorks operating concept is used to create a project and to operate
the interface.

= Creating a safety application requires an IndraWorks Engineering
installation which supports the SafelLogic configuration with the
MLC or MTX system.

IndraWorks commands that are not available in SafelLogic are generally visi-
ble but cannot be activated.

The compatibility mode specifies which "IndraWorks Engineering”" is to be
used for an IndraWorks project to edit the project. If a project with older ver-
sion ID is opened, select the highest, certified IndraWorks version as compat-
ibility mode for editing the project. The project compatibility to the original ver-
sion is lost!

A CAUTION Only edit the project in the highest certified

IndraWorks version!

Do not edit the project in compatibility mode!

A CAUTION The download of the Safety application or to

generate the boot application has to be star-
ted within 8 hours after booting the Safety
control!

Otherwise, switch the Safety control off and on again.

= To check for correct startup of the Safety control via the boot ap-
plication before acceptance, switch the Safety control off and on
again.

Using yellow structures, the Safety objects are highlighted in the project
structure and the Safety editors and optically differentiate themselves from
standard objects and standard editors.

Additionally, the safe signal flows are also highlighted in yellow. This supports
the development, verification and acceptance processes of Safety applica-
tions.

6.1 Implementing the PLCopen architecture model

The PLCopen architecture model is implemented in IndraWorks as follows:
®  The Safety control is added under the main control (see Safety control,
page 34)

e All physical devices are added in the device tree under the main control.
They are automatically linked to the correct control. The 1/Os of the
Safety control are also added under the Safety control as logic 1/Os (see
Logic I/Os - Overview , page 42)

e Data is exchanged between the Safety control and the main control
through the "GVL for logic exchange" objects of the standard application
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and the "logic exchange device" of the Safety application (see Logic
I/Os for standard/Safety control data exchange, page 47).

For the PLCopen architecture model, see fig. 3-4 "Recommended application
area of both programming levels" on page 14

6.2 Creating a Safety application

Creating FM together with stand-
ard control

Creating FM using drag and drop

Bosch Rexroth AG R911398635_Edition 02

Safety applications can be created under a standard application by adding
the Safety function module (Safety-FM) or Safety extension module.

Possibilities of creating a Safety FM in a project:

®  During creation of the control

®  Subsequently assigning with drag and drop or
®  Subsequently assigning with copy and paste

The options are listed using the example of an XM control with the function
module Safety_ CPU_XFEO01_1_SY_01.

The example applies analogously to VPx controls with the function module
Safety_CPU_PFCO01_1_SY_01.

= Only one Safety function module can be connected to one con-
trol!

If a standard control is created in a project, there is the possibility of simulta-
neously creating a Safety-FM.

A Safety function module can be added to already existing controls. Open the
context menu of the control node in the Project Explorer and select the "In-
sert Wizard". Select a Safety-FM under "Extension modules" in the "Interfa-
ces" dialog.

In this dialog, any misconfiguration is indicated using a tooltip.

Insert IndraMotion MLC XM2

Step 5: Interfaces =
Select the interfaces you want to use.

Ethemet (XF5): Mot used w

Extensionmodule: Mot used [

Mot used
RT-Ethemet (XFED1.1-FB-03)
Profibus (XFED1.1-FB-10)
RT-Ethemet Slave(XFED1.1-FB-04)
Profibus Slave (XFE01.1-FB-11)
CrossComm sercos Il (XFEO1.1-FB-01
Safety CPU (XFE01.1-5Y-01)

sercos (XF1/XF2):

Fig. 6-1: Adding a Safety FM fo the wizard
If a standard control is already included in the project, a Safety-FM can sub-
sequently be added to the standard control any time.

This can be done via drag and drop by dragging the Safety-FM with the
mouse from the Library Explorer onto the standard control and dropping it
there.

Safety-FMs can only be added to suitable standard controls. For this reason,
wrong configurations cannot occur.
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Tl *Projectsiwp - IndraWorks Engineering - O X
File Edit View Project XM Build Debug Disgnostics Tools Window Help

[l - BERES B cu |4 | € Application ¥ [0f @¥| » m|® O E[[= 52 2= = & | o = o=
T Project Explorer - & X %" Library - 2
=21 Project Drive and Control

G | Module Fold:
() General Module Folder Visualization

= EF XM
Bl Log? Periphery
S G | ——

®-{C3) IndraControl L
&£ IndraControl VPx
£ IndraControl XM
(@ CrossComm Sercos lll (<FEDT 1-FB-D1)
[ Profibus (XFEQ1.1FB-10)
[ Profibus Slave (XFE01.1-FB-11)
[ RT-Ethemet (XFED1.1-FB03)
i) RT-Ethemet Slave(XFED1.1-FB-04)

Il U ieon 1 5v01)

PLC Objects
CamBuilder

Information:

Hardware XFEO1.1-5Y-01
Specfication Safety function module

Logged-n user - &5 =]

Fig. 6-2: Adding Safety-FM via drag and drop
Creating FM using copy and paste  Alternatively, Safety-FMs can also be added to the standard control via copy
and paste.

Select the Safety-FM in the library explorer and copy it using <Ctrl>+<C> or
the Copy command in the context menu.

Afterwards, select the standard control by clicking on it in the Project Explor-
er.

Now, the Safety-FM can either be inserted via <Ctrl>+<V> or the Paste com-
mand in the context menu.

In this process, it is also ensured that the Safety-FM can only be assigned to
suitable objects in the Project Explorer.

= After creating the Safety function module, the user management
is to be established.

For a description of the user management and the Safety user configuration,
refer to User management in project on page 70.

6.3 Project structure

After the Safety function module has been inserted into the project, the ob-
jects required for creating the application are automatically created below the
Safety-FM node.

Yellow Safety structure  Using yellow structures, the Safety objects are highlighted in the project
structure and the Safety editors and optically differentiate themselves from
standard objects and standard editors.

Additionally, the safe signal flows are also highlighted in yellow. This supports
the development, verification and acceptance processes of Safety applica-
tions.
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Safety objects
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&1 Project Explorer = 0

--------- [ General Module Folder

[ — E M
7-—[E)] Logic
Y. |
= [J Safety_CPU_XFED1_1_SY_01 (Safety CPU (XFE01.1-5Y-D1))
= @1] Safety Logic

[ — i ; Safetyfpp
Library Manager
Logical 1/0s
----------- 4F] Basic_POL
----------- 4F] Extended_POL
........... ‘@ Safety GVL
........... E' Safety_NVL_In
........... G Safety_NVL_Out
........... gk Safety Task

........... S Sercos

Fig. 6-3:

Safety application in the Project Explorer

The objects below the Safety function module are subject to the following lim-
ftations.

Only one application allowed. It is created automatically
There is only one task. It is created automatically
The Library Manager is inserted automatically

The following objects and nodes exist exactly once below the Safety-FM:

Safety logic: Logical node of the Safety control under which there can
be exactly one Safety application

SafetyApp: Node under which the objects for the Safety application can
be found

Object defining the execution version of the code and the currently no-
ted version (pin) of the application (refer to Pinning on page 149).

In the editor of the object, the list of the current objects of the Safety ap-
plication is managed.

Library manager:

Conltains the libraries of the inserted Safety control:
—  SafetyStandard.library, page 213

—  SafetyUtilities.library, page 223

—  SafetyPLCopen.library, page 275

—  SafetyPLCopenPress.library, page 404

—  SafetyDriveMotion.library, page 514

—  SafetyProfisafeHost.library, page 552

—  SafetyCSos.library, page 564

—  SafetyNetVar.library, page574 contains the driver function blocks
to exchange network data between a sender and one or several re-
ceivers.
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® | ogic I/Os: Nodes to which logic I/O objects can be added. These added
logic I/Os are used to exchange data and I/Os with the standard control
(see Logic I/Os - Overview , page 42)

e  Safety task: This object lists all programs that can be loaded on the con-
trol and executed (see Safety task, page 57).

The following objects can be added manually (also several times) below the
application:

e  Safety-BasicPOU: POU (program or function block) on Basic program-
ming level, page 73

e  Safety-ExtendedPOU: POU (program or function block) on Program-
ming level Extended, page 73

e  (Global Variable List (Safety): Declaration of the global variables only
valid within the Safety application (see Global Variable List (GVL), page
82)

e Safety NVL_OUT: NVL sender, list of network variables to realize a
cross communication between the Safety application of several controls,
if required multiple (Sender NVL editor, page 62).

e  Safety NVL_IN: NVL receiver, list of network variables to realize a cross
communication between the Safety application of several controls, if re-
quired multiple (Receiver NVL editor, page 64).

All objects can be protected from unauthorized access via User management
in project, page 70.

A CAUTION After inserting the Safety control, explicitly

configure the modification rights in the "Prop-
erties" dialog box of the "Access Control" tab
to ensure that only authorized persons can
modify the new device object:

o + for Safety
] + for Safety.ExtendedLevel
o - for Everyone

Regarding the copying and moving functionality, there are no differences be-
tween Standard and Safety objects.

Objects from the standard control range cannot be inserted under a Safety
control and vice versa.

It is also not possible to store Safety objects below the "general function
block part".

1. Open the properties dialog of the Safety control: Select the Safety con-
trol in the project tree and activate the command Properties in the con-
text menu.

2. Open the Access control tab.

3.  Open the cells in the columns Modify and Remove of the user group Ev-
eryone by double-clicking on them, select Deny in each column and
confirm with OK.

4. Open the cells in the columns Modify and Remove of the user groups
Safety and Safety.ExtendedLevel by double-clicking, select Grant in
each column and confirm with OK.
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6.4

Adding the Safety control

Information on the icon of the
safety control

Safety control object properties

Bosch Rexroth AG R911398635_Edition 02

Properties - Library Manager [IndraMotionMlcl: Safety CPU_CFLO1_1... [E3

Commaon I Build I

Groups, actions, and permissions:

| view | mMod

Group | Remove | Add/remave childr

&1 Evervone

| |
Key to the symbols: Permission is. ..
gh explicicely granted ..not specified, but granted by default
== . .explicikely denied ...nok specified, but denied by default

5

Please note:
Members of the group 'Ownet’ are granted all permissions,

o]

Cancel Apply

Fig. 6-4: Properties of the Safety PLC, "Access confrol” tab

Safety control

With the "parent/child" control topology, the Safety control is added under the
standard control. This is done by selecting the standard control and selecting
the context menu command Add... and choosing the Safety-FM function
module.

When adding the Safety control, the Safety Logic logic node point, the Safe-
tyApp Safety application object, the Safety Task task object, the Library Man-
ager and the Logic I/Os node point are added automatically.

The version of the Safety control is automatically updated with the standard
control. Any libraries are also updated with newer versions.

If there is a problem at the safety control, the problem is signaled with a small
warning icon. For more detailed information, refer to the tooltip.

A typical example for such a warning is a missing SafetyManager license.

A Safety control in the project tree contains a properties dialog box with the
tabs General and Access Control. The properties dialog box is opened by se-
lecting the Safety control from the project tree and then selecting the context
menu command Properties....
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Safety_CPU_XFE01_1_SY_01_ - %

Log Safety Online Information  Status @ Information

Device name: | Refresh

Access to device

Current connection:

Teleaccess: Conf. teleaccess

Boot application

Application: Restart

Comment: Delete

Execution version: | |

Created: | |

Boot application pin

Name:

Revision:

|
|

CRC: | |
|

Created:

Safety device

Firmware:; Update F\

Fig. 6-5: Safely control editor, "Safety online information” tab
The dialog box contains the following tabs:
® Log: Description, see Log, page 185

e  Safety Online Information: This tab contains safety-specific information
and Safety control commands. (Refer to Safety online information on
page 35)

e  Status: see Communication diagnostics, page 189

e Information: Displays general information. (Refer to Hardware informa-
tion on page 191)

This tab (see fig. 6-5 "Safety control editor, "Safety online information" tab"
on page 35) provides information on the Safety control. The contents of the
control can be manipulated with commands.

If no safety function module is available, the text output fields remain empty.
Commands and text oulputs:

e Refresh command: To output the current information on the boot appli-
cation in the control, execute this command first.

®  Node name: The name of the Safety control being logged in.

Boot application information and commands. (this information can only be
output if a boot project is stored on the control).

e Name: Name of the currently loaded Safety application object

e Comment: Comment as saved in the properties dialog of the Safety ap-
plication object (Safety tab, Comment section).

® Implementation version: The implementation version created in the
properties dialog box of the Safety application object.

e  Created: Date and time the boot project was created.
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6.5 Safety Logic
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e  Delete command: Deletes the boot project in the Safety control and un-
loads the running application. (Refer to Deleting boot applications on
page 197)

®  Restart command: Unloads the current application, loads and starts the
boot project. (Refer to Restarting the boot application on page 126)

e  Update FW command: Loads a(nother) firmware release to the control
from a file in order to replace the existing firmware. (Refer to Firmware
update on page 199)

®  Reset origin command: Removes the application, deletes the boot appli-
cation and resets the password. This command can be executed without
the password and allows to reset the control if the password is not
known anymore. (Refer to Master reset on page 211)

The pin ID (see Pinning, page 149) for the boot project saved in the Safety
control is output under Boot application pin. It matches the information dis-
played in the editor window of the Safety application object.

If the boot project was created on an unpinned boot application or
O the boot application was changed after pinning, the output fields
are empty.

e  Name: Name of the pinned version
° Revision: Revision number

®  Checksum: Checksum for the pinned application created from the boot
project. (Pin checksum)

®  (Created: Date and time of last modification
Safety control information and commands

° Firmware: The exact name of the firmware and the hardware index are
read from the Safety control.

e  Set password: Sets a password for all write accesses to the control.
This password is initially blank.

Write access to the Safety control (e.g., load project) must be confirmed
with this password.

(Refer to Protecting the Safety control against write access on page
182)

The logical node point Safety Logic EIJ‘] was created for the sake of symme-
try with the standard control. It does not apply to the Safety control.

The Safety Logic logical node point is automatically added to the project tree
along with the Safety control. There can only be one Safety Logic node in a
Safety control. Only a Safety application can be added to it as an object.

Safety Logic contains a properties dialog box with the tabs General and Ac-
cess Control. The properties dialog box is opened by selecting Safety Logic
from the project tree and then selecting the context menu command Proper-
ties....

Safety Logic cannot be opened in an editor.
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Structure of Safety application
project tree

Adding the Safety application ob-
ject

Safety application object proper-
ties
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SafetyApp Safety application object

The project tree is shown in the devices window (Devices under the View
menu).

The objects relevant to the Safety control and its programming are found un-

der the Safety control. The Safety Logic node point icon El‘l] is always di-

rectly underneath.

Each Safety Logic object can always only contain one Safety application ob-
k]

ject +«" SafetyApp (default name) Safety application, which can contain the

following safety objects:

3 Safetyfpp

- Library Manager
% Logical 1/0s

[#] Basic_POU

] Extended_POU
-‘d GVL_Safety
& Safety_NVL_In
[l Safety_NVL_Out
H @ Safety Task

Fig. 6-6:
The following objects can only appear once in a Safely application object:
e  Library manager

®  Logic I/Os

e  Safety task

A CAUTION If folder structures are used under the "Safe-

tyApp" (see IndraWorks Standard online
help), these folders may not be copied.

Example. Safety application object with objects

The Safety application object in the project tree is added automatically when
adding the Safety control.

A name for the Safety application object can be edited from the General tab
and a comment from the Safety tab of the properties dialog box (select Safe-
tyApp object and choose Properties... command; (see fig. 6-7 "Safety appli-
cation object properties, "Safety" tab" on page 38).

The properties dialog box of and all objects in the Safety applica-
tion object have a General (with name, object type and editor that
opens the object) and an Access Control tab (user group access
rights for the object).

«)

Other, object-specific tabs are described with each object.

The properties dialog box is opened by selecting the object from the project
tree and then selecting the context menu command Properties.
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Properties - SafetyApp [IndraMotionMIcl1: Safety CPU_CFLO1_1_F1_:..

Common Safety | Access controll

Safety CRC: 16#2462_133F
Safety CRC (CHF): 16#002A_S660
Safety CRC (MAR): 16#22C0_A1EE
Yersion: ||

Comrment:

Execution version:
1.0.0.0 =l

\Warnings

|- Treat warnings as errors

~ Warn about ohiject camment missing
for application and POLUs

¥ “arn about unused objects
V¥ warn about unused variables and labels
¥ Warn about outcommented content

Limit Warnings

¥ Number of significant characters in identifiers

¥ Maximum number of declarations per ohject

V¥ Maximum number of networks per POU

¥ Maximum number of calls per network,

[a]4 I Cancel Appliy

Fig. 6-7:

Safety application object properties, "Safety" tab

Pin checksum:

The pin checksum is a checksum of all Safety application objects
including the library blocks used.

Object checksum:

Unlike the pin checksum, the checksum for each object in the
Safety application identifies the object content together with the
object version. The checksum is important when individual ob-
jects in a Safety application are reused in another application.

The "Safety” tab includes:

Information

Checksum: Information on the Safety application object checksum
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—  Checksum (CNF): (if the Safe application parameters aspect is
available, see Safety application object editor with comparison
view, page 39) information on the configuration checksum

—  Checksum (MAP): (if the Safe application parameters aspect is
available, see Safety application object editor with comparison
view, page 39) information on the mapping checksum

—  Version (editable):

The version can be freely determined and is used to easily detect
the object version in the comparison view.

—  Comment (editable)
— Implementation version (selectable, if necessary)

The implementation version helps monitor compatibility between
the (accepted) boot application and the runtime system.

e  Configurable warnings and restrictions checked by the Safety Checker
(for automatically checked programming guidelines, see Automatic
check of the programming guidelines, page 157)

= The implementation version is part of the Safety application's ac-
ceptance.

Implementation version: In general, always choose the latest implementation
version.

For more information on the implementation version, see Updating firmware,
the implementation version, page 176

When compiling the Safety application, warnings and errors gen-
Q erated by the Safety Checker are shown in the messages win-
dow.

Warnings and restrictions in Safely tab with default values:

e  Treat warnings as errors: Inactive
If warnings are treated as errors, the application cannot load.

e  Warning for missing object comments for application and POUs: Active
Includes comment and version

e  Warning for unused objects: Active

e Warning for unused variables or jump labels: Active

e  Warning for commented-out content: Active

*  Number of significant characters for identifier: 20

A warning is generated when the first 20 characters of two identifiers are
the same.

e  Maximum number of declarations per object: 50
e  Maximum number of networks: 50
e  Maximum number of calls per network: 20

For more detailed information on warnings and boundaries, see Automatically
checked programming guidelines (optional), page 74

The editor is opened by selecting the SafetyApp object from the project tree
and then selecting the context menu command Open.
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tion object opens the comparison editor, which shows the differ-
ences in the pin IDs and pin object lists for both applications.

Q In the project comparison, double-clicking on the Safety applica-

SafetyApp - X
[SafetyApp | Pin_01 | #1 | CRC16#A0AF_37A4 | 10/15/2012 2:21:34 PM]

Safety Manager 1.0.0.0 (Indralogic profile)

— Current Pin
Name:  Pin_01 CRC:  1EH&0AF 3744
Rewizion:  #1 Last change:  10/15/20012 2:21:34 Ph

Obijests | Devlcesl Eunhguralwunl

Line ‘ Type | Marne ‘ Damain | Yersion | Conkent CRC | Yersion | Content CRC
1 PP Saletyhpp 16H2452_139F 16H2462_133F
2 TASK  Safety Task Saletydpp TE#71FS_4EBE TEH71FS_4EBE
3 PRG  SafeProg Saletytpp 1EHEDES_5F33 1EHEDES_5F39
4 PRG  SafeProgl Safetytpp 1GHET48_ESDB 1GHE748_ESDB
& FB C3os0LNID safetycsos. ibrary 0010 16HB3SA_2ECA 0010 1EHB3SS_2ECA
B FB ProfizafeHost safetyprofisafehost library 1.0.00 16#BDBB_D7S7 1.0.00 164BDBB_D7S7
7 MAP  R_IB_IL_24_PSD0_8 Safetyipp 1GHCECE_CADT 1GHCECE_CADT
8 MAP  Safetydpp_Configuration Saletwdpp 16#22CA_ATEE 16822CA_ATEE
9 CWF  R_IB_IL_24 PSDOD_8 Saletytpp 1E#4F21_4C00 TE#4F21_4C00
10 CMF  Satetyspp_Configuration Safetwipp 1EHOD24,_BEED 1EHOD24,_BEED
1 PAR R_IB_IL_24_PSDO_B Saletytpp 1EHAABT_DABS 1EHAABT_DABA
4 12
Clear pin | Create new pin I
Fig. 6-8: Example of Safety application object edjfor with comparison view
(object list)
Safety application object editor tabs
e  Objects

o Devices
e  Configuration
®  Optional: Safe Application Parameters
The optional Application Parameters tab is device-specific.

The application editor, with the Objects and Devices tabs, contains the follow-
ing information.

®  Pininformation or, if application was modified: In Work
®  Current IndraWorks Safety Manager version
®  The current pin of the Safety application consists of:

— Name

—  Checksum (pin checksum): the checksum is created for the entire
pinned application

—  Revision
—  Last modification
For more detailed information on pin information, see Pinning, page 149

= The Objects tab of the Safety application object editor is the com-
parison view.

It shows which objects have been modified since the last pin.

The comparison view ("Objects” tab) displays the following information:
e  List of objects in the Safety application, with:
—  Line: Consecutive number of entries
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—  Type: Object type (see tab. 6-1 "Displayed values for type and
name in object list (depending on object type)" on page 41)

—  Name: Object name

—  Version and checksum: Version and checksum of the object in the
current project (project status)

—  Version and checksum: Version and checksum of the object from
the last pinned project

= The object list also contains entries for all safety objects from the

libraries used in the application.

Only the entries referenced from the application objects are used.
However, this also includes objects from libraries not called from
the user code, but from the system code, specifically from the 1/0

drivers.
Object type Type Name
Application APP Name of application object
Task TASK Name of task object
POU program PRG Name of program block
POU function block FB Name of function block POU object
Global Variable List GVL Name of GVL object
O mapping MAP l::g;ect); logical device object/application
Save configuration CNF l‘;l:rrgrie?; logical device object/application
Safe parameterization PAR Name of logical device object
Tab. 6-1: Displayed values for type and name in object list (depending on ob-
ject type)

The comparison view also includes the Delete pin and Pin project buttons
(see Automatic check of the programming guidelines, page 157).

SafetyApp v 4
In Work
Safety Manager V1.4.1 HF2 (Indralogic profile 14.22.5)
Current Pin
Name: CRC:
Revision: Last change:
Objects Devices | Corfiguration
Line  Type Marme Identification Creator
1 SAFEPLC  Safety CPU {(XFED1.1-SY-01) 2806 Bosch Rexroth AG
Refresh
Fig. 6-9: Safety application object editor with device list

The "Devices" tab displays the following information:

List of field devices in the Safety application and the Safety control to
which the Safety application belongs, each with information on the de-
scription files.
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Configuration

6.7 Logic I/Os

- Line: Consecutive number of entries

—  TYPE: Device type (see tab. 6-2 "Displayed values for type in de-
vice list" on page 42)

—  Name: Name of device in project tree
— Identification: Device-specific identification information
—  Creator: Information on the creator of the device-specific informa-

tion
Type Description
SAFEPLC Safety control to which the application is assigned
SAFEDEV Safe logical device of application
STDDEV Standard logical device of application
XVARDEV Standard logical device for variable exchange
Tab. 6-2: Displayed values for type in device list

The Refresh list button updates the device list if the devices (logic I/0s) or the
Safety control in the project tree have been modified while the editor is open.

The "Configuration” tab displays.

e  Safety Device ID (SDID): device ID of target device. The SDID for each
device must be unique. No relation to the Sercos address of the device
allowed

e  Safety Network Number (SNN): Unique ID of the Safety network. The
length of the SNN is 6 bytes. All CSos devices must have the same
SNN

6.7.1 Logic I/Os - Overview

Principle of "logic 1/0s"

Bosch Rexroth AG R911398635_Edition 02

Logic I/Os are used to exchange data between the standard and Safety con-
trol. Two types of data can be exchanged: Global variables and I/O data. The
Safety control itself does not include any I/O data. They are to be configured
in the standard control and afterwards exchanged with the Safety control as
logic 1/Os. If an I/O module with safe I/Os is inserted into the control configu-
ration in IndraWorks, a suitable logic I/O is automatically inserted in the Safe-
ty control (identical name as the 1/0 module on the standard side). This logic
I/O contains all safe 1/O channels as well as the safety parameters of the
module so that all safety-relevant information can be found under the Safety
application.

Types of "logic I/Os"

® |ogic I/0Os of safe field devices (see Logic 1/0Os of Safe field devices,
page 45)

® | ogic I/Os of standard field devices (see Logic 1/Os of Unsafe field devi-
ces, page 46)

® | ogic I/Os of global variables for exchange with the standard control of
the project (logic exchange devices), (see Logic I/Os for standard/Safety
control data exchange, page 47)



IndraWorks 15VRS Safelogic - Project Configuration, Re-

lease 02V08

43/683

Project development in SafelLogic

@ Project Explorer

_sj__| Project3
|y General module folder
=--FH IndraMatiadlzl

=% Application
o gl MgV arGlobal
il UzetvarGlobal
% Library Manager
ﬂ GEYL_Logical Exchange_by EDM_In l: )
ool GVL_Logical_E wchange_by EDM_Out
. E PleProg [PRG)
=] MuationProg [PRG)
oo B8 Sumbol configuration
- @ Taszk Configuration
[#- 1M Mation
im| Technology
%) Robat
e[l Onboard_I_0
[ trline_I_0
[t Profibug_DP_Master
- 1@ 2-R_IL_PB_BK_DI3_DO4_CN
o4 BK_DIS_DO4_BBit_
i RB _IL_24 PSDI8 (1)
) R_IB_IL_24_PSDO_S
B Mot_Uzed
=[] Safety_CPU_XFED1_1_S¥_01_ (Safety CPU (xFED1.1-5Y-01))
[ — @1] Safet_l,l Logic
[ r‘ SafetyApp
B Library Manager
Logical [/0=

ﬂ'i byEDM_In =

% byED M _COut (2 )

- Dirivel_Control 3=

[ Drivel_Status (3%)

[l R_IB_IL_24_PSDI_8 (1)

-[l] A_IB_IL_?4_PsDO_A
b 2 Safety Task

[ G gEICOT
......... [l Drivel [1] Drivel (3)

(1)(1*)
(2)(2%)
(3)(3)
Fig. 6-10:

Information exchange with safe field devices

Information exchange via Global Variable Lists

Information exchange with safe IndraDrive drives
Data exchange between standard and Safety control

The logic 1/0s of the Safety application are linked to physical devices or
GVLs for logic exchange (special object on the standard side) of the standard
application. This means that there is exactly one "logic I/O" in the Safety ap-
plication for each physical device whose input or output signals are pro-
cessed in the Safety application.

There is also only one "logic /0" under the Safety application for each GVL
for logic exchange in the standard control. The assignment is variable. The
maximum size of the logic I/O area is limited to 4 kB. The application does
not run if this limit is exceeded. A log entry is generated.

%

The fail-safe parameters of a device whose inputs and outputs
are processed in the Safety application can only be edited in the

corresponding "logic 1/0" in the Safety application.

The descriptions of the logic 1/0Os are managed in the Logic devi-

ces category of the device repository.
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Advantages of "logic I/Os"

Information on "logic I/Os"

Substitute values

Bosch Rexroth AG R911398635_Edition 02

To gain a better overview, folders can be added under Logic I/Os
Q in the project tree in order to group the "logic I/Os".

The concept of logic I/Os provides the following advantages for the develop-
ment and verification of an IndraWorks Safety Manager Safety application:

®  The safe parameters (e.g., F-parameters for Profisafe) of field devices
are parameterized only in the logic 1/Os of the Safety application. If the
Safety user management is configured, only members of the user group
Safety can carry out this parameterization.

®  Changed assignments of physical field devices and GVLs for logical ex-
change have no influence on the Safety application as assignments are
changed under the standard application and become effective by down-
loading them to the standard control.

®  Already verified and accepted IndraWorks Safety Manager Safety appli-
cations can be removed from the original project and completely integra-
ted into another project without verifying this new Safety application
again. In this process, suitable field devices and GVLs for logic ex-
change has to be reassigned to the logic 1/Os of the Safety application.

Applications and logic I/O objects are assigned to the logic 1/0s according to
their name.

Please observe the following:

e |f the name of a logic I/O is changed, the name of the physical device or
GVL for logic exchange is automatically changed and does not need to
be reassigned to the "logic 1/0". (See Connecting a field device to the
logic 1/0, page 46 and Connecting the GVL for logical exchange to the
logical exchange device, page 48)

o Renaming (except for "default assignments") or moving field devices in
the device tree or GVLs for logic exchange in the main application does
not change the assignment to the logic I/O and does not require a
change to the Safety application. The safety application is changed au-
tomatically upon renaming: The assigned logic I/O is renamed analog to
the field device.

If the field device is moved to another parallel control, there is no linking
anymore and the field device has to be assigned again to the logic I/O of
the safety application.

e  After deleting the field device in the device tree or the GVL for logic ex-
change in the standard application, the assigned logic I/O is not mapped
anymore (no longer provided).

e  Deleting a logic 1/0 object means that no fail-safe settings are mapped
onto the field device or that the "safety" variables in the GVL for logic
exchange are not provided anymore.

e [f a different logic 1/0 object is assigned the old name of a renamed or
deleted logic I/O object, the settings of the latter are mapped onto the
assigned field device and its variable values are exchanged with the ex-
change GVL. This means that the assignment is changed indirectly.

If a logic 1/0 was deleted and a new logic /0 was inserted with the
name of the deleted logic I/O, the assignment is active again.

e [f a physical I/O is copied and that physical 1/O is linked to a logic 1/0
object, the logic 1/0 object is also copied with its data.

If it is not defined differently, a "0" is delivered for values that cannot be upda-
ted. For more information, see Coordination with the standard control, page
139.
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Besides the General and Access Control tabs, the properties dialog box for
all logic 1/0s includes the additional Safety tab (see fig. 6-11 "Properties of
logic 1/Os, "Safety" tab" on page 45). For information on the Safety tab, see
SafetyApp Safety application object, page 37.

Properties - R_IB_IL_24 PSDO_8 [IndraMotion™Ic1: Safety CPU_CFL...

Access control |

Safety CRC: 16#CECE_CAD7
Safety CRC (CHF): 16#4F21_4C00
Safety CRC (PAR): 16#AAB7_DABA

Wersion: |

Corrment:

OF I Cancel Apply

Fig. 6-11: Properties of logic I/Os, "Safety” tab

6.7.2 Application types of "logic I/Os"
Logic I/Os of "Safe field devices"

These "logic 1/0s" are used for the exchange of safety-related 1/0Os between
the safety PLC and the standard PLC.

= For information on how to connect the safe 1001 or 1002 input
devices to the Safety application and what to keep in mind, refer
to chapter 7.6 "I/O access" on page 103

For this exchange, the safe field device is to be first added below the stand-
ard control.

Adding a safe field device below the standard PLC

1. Select the corresponding fieldbus slave below the standard PLC in the
project tree.

2. In the context menu, activate Add » Add....

3. Select the safe field device from the dialog box that opens and add it by
double-clicking or selecting the Add button. Safety modules are marked
by a yellow icon.

4. Close the dialog by clicking on the Close button.

= When inserting a safe field device below the standard control, the
appropriate "logic I/O" is automatically added below the logic I1/Os
node of the Safety application.

R911398635_Edition 02 Bosch Rexroth AG
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Type consistency of I/O channels

NOTICE The type consistency of I/O channels is only

ensure

e f the application release on the safety control and the on the standard
control matches the release of the same compilable project

and
e if the field devices in the project match the field devices in the machine.

Depending on the bus system, a mismatch is identified automatically
(e.g. for Profibus).

Logic 1/Os of "Unsafe field devices"

Connecting a field device to the
"logic I/O"

Bosch Rexroth AG R911398635_Edition 02

These "logic 1/0s" are used to exchange information on standard 1/Os be-
tween safety and standard control.

If standard 1/Os are used in the Safety application, this data is not safe.

Depending on the device, the required standard field bus device is first added
below standard control. The procedure corresponds to the IndraWorks stand-
ard.

= Only Profinet and Profibus devices can be integrated into the
safety application as standard devices in the current IndraWorks
version.

Afterwards, the appropriate "logic /0" (generated logic device) has to be in-
serted below the Safety application object:

Adding the "generated logical device"

1. Select the standard field bus device in the project tree
2. Activate context menu command with Safety CPU linking

The logic exchange device is added in the Safety control below the logic
I/Os node.

The assignment between standard field bus device and "logic I/O" is en-
tered automatically.

=M Profibus_DP_Master
- Y] 3-R_IL_PB_BK_DIS_DO4_CN (R-IL PE BK DI2 DO4/CN)

MD BK_DIg_DO4_8Bx_ (BK: DI2 DO4 (3B1))
MY R_IB_IL_24_DO_32_HD (Rei

H Not_Used J Open
o () Safety CPU_XFED1_1_SY_01_(Safety| _
S Sercos
Edit IO mapping

Connect to Safety CPU '} |

Export...

Fig. 6-12: Dialog box 'Add Logical Device'
For editing variables, see I/O mapping, page 49

Standard field bus devices below the standard control are automatically con-
nected to the appropriate "logic /0" below the Safety control when the "logic
I/O" is created.
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NOTICE The type consistency of I/0O channels is only

ensure

e if the application release on the safety control and the on the standard
control matches the release of the same compilable project

and
e f the field devices in the project match the field devices in the machine.

Depending on the bus system, a mismatch is identified automatically
(e.g. for Profibus).

Logic I/Os for standard/Safety control data exchange

Data is exchanged between Safety control and standard control using varia-
bles defined in the "logic 1/0s" (logic exchange devices).

On the standard page, a GVL_for_Logical_Exchange is created which is con-
nected with the respective Logical Exchange Device.

This data is used in the POUs of the Safety control like inputs/outputs
(VAR_EXTERNAL) and are available as global variables in the standard ap-
plication.

= The data flow between two variables is unique. This means that
the same variable of one application cannot be exchanged with
the variable of another application.

Adding the "GVL for logical exchange"

1. Select the standard application object in the project tree

2. Activate the context menu command Add by selecting GVL for logical
exchange...

3. In the add GVL for logical exchange dialog, a name for the GVL can be
edited. The default name is GVL _for_Logical_Exchange.

4. Click on the Finish button
Adding the "Logical Exchange Device"

1. Select the Logic I/Os node of the Safety application object in the project
tree

2. Select the desired logic 1/O in the context menu Add » Logic exchange
devices

For editing exchange variables, see 1/0 mapping, page 49.

When selecting the Logical Exchange Device, the individual variables are de-
fined as follows.

e the exchange direction: IN or OUT
IN: from the standard application to the Safety application
OUT: from the Safety application to the standard application
e the data type: BYTE, DINT, INT or WORD

= The exchange variables can only be edited in the logic 1/O.

In GVL for logical exchange, variables cannot be entered or modi-
fied.

R911398635_Edition 02 Bosch Rexroth AG



48/683

IndraWorks 15VRS Safelogic - Project Configuration, Re-
lease 02V08

Project development in SafelLogic

Connecting the "GVL for logical
exchange" to the "logical ex-
change device"

Automatic conversion between
BOOL and binary data types

Information on data exchange be-
tween standard and Safety control

Substitute values

Bosch Rexroth AG R911398635_Edition 02

Only data with a Standard data type in the variables can be ex-
changed.

Variables of the data type with the SAFE prefix cannot be ex-
changed between Safety control and standard control.

—_

Select GVL for logical exchange of the standard application in the proj-

ect tree
2. Select the context menu command Open
3. Click on the combo box Logical Exchange mapping
4. Select the respective logical exchange object from the list
IR had GVL_Logical_Exchange_by_EDM_In - X
= %‘---P'gméeneral module folder - 1| lan_cLoBaL A=
- [ IndraMetiorhic1 A sobyER In
=Bl Logic 3| Process : BOOL: 3
B} Application 4| o/DYEDM Tn 5
......... @ MicyaGilshal 5| Reset : BoOL; |
--------- Uset/artGlobal s byEDM In : a
% Library Manager 7| s0_Reset : BOOL: g
@ GYL_Logical_Exchange_by EDM_In g| EHD VAR
--------- GWL_Logical_ Exchange by EDM_Out | I -
......... ] PlcProg (PRG) :
_________ B nr / -
--------- [&3 Task Configuration - y
M Molion Logicaf Exchange mapping ¥4
Tl Technology o ﬂhygw_m 7] Update Varables | m‘
Fig. 6-13: GVL for logical exchange edifor with opened combo box

In the combo box, all logical exchange objects that have not yet been map-
ped are available.

If a logical exchange device is selected, the variables are implicitly updated.

If changes are made in the connected logical exchange device, activate the
Update Variables button in the GVL for logical exchange to update the list of
variables.

An existing connection is terminated by the clicking the Reset button.

Logical exchange devices using binary data types such as BYTE and WORD
can automatically convert bits declared as BOOL in the Safety control to a
BYTE or WORD data type. All BOOL variables are mapped according to their
bit position. This function can be enabled via the "Use combined type" in the
GVL for logical exchange objects below the standard control. The combined
data type is then created instead of the individual BOOL variables.

A change in the variable exchange can only be activated by downloading the
Safety application and the standard application again.

As long as the application is not closed but no current values are exchanged,
substitute values are used for variable exchange, see Substitute values, page
140.

NOTICE The type consistency of 1/O channels is only

ensure

if the application release on the safety control and the on the standard
control matches the release of the same compilable project

and
if the field devices in the project match the field devices in the machine.

Depending on the bus system, a mismatch is identified automatically
(e.g. for Profibus).
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6.7.3 Editor of "logic 1/0Os"
Information and 1/0 mapping

Information  The editor for all "logic 1/0s" includes an Information tab (see fig. 6-14 ""Infor-
mation" tab of a logic I/O" on page 49) that contains detailed information
and, if necessary, an image of each "logic I/O".

The following information is included: Name, manufacturer, categories, type,
ID, version, order number and description.

Possible categories
e  Safe modules
®  Generated logical devices
®  Logical exchange devices

Logical_exchange_object_ BYTE_ 1xOut - X

1/0 mapping @ nformation
General:

Name: Logical exchange object BYTE 1xOut
Vendor: System

Categories: Logical exchange devices

Type: 152

1Dz 0000 D00F

Version: 3.4.5.0

Order Number: -

Description: Logical exchange object: Out: 1xINT

Fig. 6-14: "Information” tab of a logic I/O

I/O mapping  1/0 mapping defines the variables used to access the Safety application on
the 1/Os.
= I/O channels can only be mapped to new variables, i.e., not to ex-

isting variables, in the IndraWorks Safety Manager.

Variables that are mapped to input channels contain the corresponding input
signals from field devices and can thus be read. Variables that are mapped to
output channels can be written and set output signals in field devices.

An implicit global variable with the corresponding name and the data type
specified in the Type column are created in the Safety application for each in-
put or output channel of an I/O module that a variable has been assigned.

Sections of "l/O Mapping" tab

e List of variables of I/O mapping with: Variable (name), channel (input/
output), type, unit and description

The information in the Channel, Type (IEC data type), Unit and Descrip-
tion columns are set in the device description file and cannot be edited.

e  Physical I/O: Display of the standard application object that is connected
to this "logic 1/0"

e Instances: List of implicit instances. They are provided to the Safety ap-
plication as global variables, see Using logic I/Os in project , page 53.
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Editing variables

The mapping variables are edited and displayed in the I/O mapping tab of the
"logic I/O". To edit a variable, double-click on the respective line.

It is also possible to copy one or multiple lines and to add them. This also
works for external applications.

Clicking on the Reset mapping button deletes all mapping variables in the ta-
ble, i.e., the mapping of the physical device to the "logic I/O" is reset.

5 afe configuration /0 mapping I Informationl

In Work
Variable | Channel | Type | Unik Description il
= Irput  GAF.YTE T
*¥0E5DminiTwind bitd SAF.00L
*05SDminiTwin bit1  SAF.00L
®TwoHandloe bit2  SAF.00L
®xTwoHand1s bit3  SAF.O0L

bit4 SAF.0O0L =
4| i D
Feset mapping |

r— Physical |/0 mapping |

_75x_F61_4FDI_24%_DC =l
— Instances |
‘fariable | Data type
_75x_BB1_4FDI_24%_DC ProfizafeH ozt
4| |+
Fig. 6-15: Tab /0O mapping' of the "logic I/0O" of a safe field device

140 mapping | Informationl

In Work
‘ariable Channel | Tvpe | Unik Description
= Output BYTE
g_xDone bitdl BOOL
g_xApplReady bit1 BOOL
bit2 EOOL
bit3 EOOL
bitd BOOL
bits EOOL
bith BOOL
bit? EOOL
Fieset mapping |
— Physzical 140 mapping |
JI
— Instances |
‘ariable | Data tvpe
Logical_exchange_object_BYTE_1x0ut MonSafel0
« 2]
Fig. 6-16: Tab 'I/O mapping' of a "logic I/O", byte type with bit access
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1#0 mapping | Information
In Work
‘ariable Channel | Tvpe | Linik. Description -
= Input WORD
g _xStart bitD) BOOL
g _#Stop bit1 BOOL
bit2 EOOL
bit3 BOOL
bit4 EOOL
bits EOOL
bite: EOOL
bit? EOOL
bitd EOOL —
bit9 EOOL
ki1 0 BOOL
bit11 EOOL
hit1 7 R hd
1 | Bl
Rezet mapping |
— Physical 1/0 mapping |
—Instances |
ariable | Data tvpe
Logical_exchange_object_WORD_1xn MonSafel0
1] |

Fig. 6-17:

Tab 'I/O mapping’ of a "logic I/0", WORD type

IS

Changes in the I/O mapping tab are marked in red.
Only the last change is marked.
All change markings are removed when the editor is closed.

For using the variables defined in 1/O mapping in the project, refer to Using
logic I/Os in project , page 53.

IS

The editor for the "logic I/Os" of standard devices contains no
Safe configuration or Safe device parameterization tabs. Configu-
ration and device parameterization are handled under the stand-
ard application, as in IndraWorks Standard.

IS

When a device is assigned to the Safety application, the "Map-
ping" tab of the device editor only shows this assignment instead
of the channel mapping to the variables of the standard control.

Safe configuration and safe parameterization

The Safe parameterization and Safe configuration tabs of the editor for the
"logic I/Os" are only available for the fail-safe 1/Os.

IS

The device editor is suitable for displaying and editing the device
parameters of certain devices. Detailed information on this can be
found in the documentation of the respective device or can be ob-
tained from the device manufacturer.

A CAUTION Backing up safe field bus protocols depends

on the set parameters.

Field bus specific setting requirements of certain parameters are to be ob-

served.

R911398635_Edition 02 Bosch Rexroth AG



52/683 IndraWorks 15VRS Safelogic - Project Configuration, Re-

. . . lease 02V08
Project development in SafelLogic

= The user is responsible for the devices being parameterized cor-
rectly according to the device documentation of the respective de-
vice or the respective device manufacturer.

= The device manufacturer is responsible to inform the user on the
conditions to calculate the characteristic values of the system.

In the upper area, the pin information or In Work is displayed. In the following
area, the parameters are listed in a table.

Safe configuration contains the configuration parameters for safe communi-
cation (see fig. 6-18 "Example: "Safe Configurationon page 52).

Safe parameterization lists the parameters of the respective safe device (see
fig. 6-19 ""Safe parameterization" tab " on page 53).

The default parameter values are taken from each device description file
(SDD).

NOTICE Field bus specific setting requirements of cer-

tain parameters are to be observed.

= Integer parameters may also be displayed as a hexadecimal val-
ue depending on the device description. This optional setting is to
be made in the device description file.

R_IB_IL_24_PS5D0_8[IndraMotionMIc1: Safety CPU_CFLO1_1_F1_: Safety Logic: SafetyApp: Logiscl ¥ *

Sate configuration I 170 mapping I S afe parametrization I Infolmationl

In York

Mame | Walue | Svmbolic value | Description | Linit |
F_Check_Seqhr 0 Mo Check, Bit(0] 0 0-0

F_Check_iPar 0 MNa Check Bif1100-0

F_SIL 2 SIL 3 Bitdrea(2-3) 2 22

F_CRC_Length 0 3 Byte CRC Bitdrea(4-5)00-0

F_Par_‘ersion 1 W& mode Bitdreal6-7]1 11

F_Block_ID 1 1 Bithrea(3-5) 111

F_Source_sdd 2 Unsigned16 1 1-65534

F_Dest_Add 1 Unzigned16 1 1-1022

F_wWD_Time 150 Unsigned1 € 150 1-65535

F_iPar_CRC 2897361803 Unsigned32 0 0-4294967295

F_Par_CRC 46002 Unsigned16 31615 0-65535

Device Infa R=010B..C=7139

Creator Info SafetyG..3.4.4.70

Fig. 6-18: Example. "Safe Configuration”
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R_IB_IL_24_P5SD0_8[IndraMotionMIc1: Safety CPU_CFLO1_1_F1_: Safety Logic: SafetyApp: Logiscl ¥ *

Safe configurationl 1#0 mapping  Safe parametrization | Informationl
In Work

Marne | Walug | Symbalic-Yalue | Descripkion -
Module activation a ackive

F_Dest_Add 1 1

I_Par_CRC3Z 2997361503 2597301803

CQutput 0 Channel 1! Assignment 1 used

Qukput double-channel

Switch-off delay stop CATL deactivated

Switch-off delay walue 15

Switch-off delay range ms*10

Test impulses activated

CQutput 0 Channel 2: Assignment used |-
Cukput: double-channel

Switch-off delay stop CATL deactivated

Switch-off delay value 15

Switch-off delay range ms*10

Test impulses activated

wn

L e ol = I O o o I
o

Fig. 6-19:

IS

"Safe parameterization" tab

Changes in the Safe configuration and Safe parameterization
tabs are highlighted in red.

Only the last change is marked.
All change markings are removed when the editor is closed.

®  Profisafe devices, seeProfisafe F-parameters, page 561.
®  For CSos devices, refer to CSos parameters on page 573.

Using "logic 1/0s" in project

Each mapping variable declared in I/O mapping of a "logic I/O" (channel vari-
ables) and all generated instances of the "logic 1/0s" for safe devices and
standard devices are available as global variables when programming the
Safety application.

In order to be able to use these variables to implement code in a program,
they have to be declared as VAR_EXTERNAL in the declaration section of
the POUs (for variable declaration, see Basic information on variables, page
90).

As an alternative to explicit declaration, these variables and instances can be
selected in the implementation section of programs either through input as-
sistance (see fig. 6-20 "Variable declaration input assistance with Global Var-
iables category and loConfigRemote_Globals" on page 54) or from the au-
tomatically shown "Intellisense" selection list (see fig. 6-21 "Example: Intelli-
sense with global variables from loConfigRemote_Globals" on page 54).

The input assistance for variable declaration contains the Global Variables
category in the loConfigRemote_Globals GVL.
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Input Assistant E

Categories: Ikems:

Local variables & Name | Type | Address | Crigin | =
% bl_Par_OK_1 S00(
@ bError_1 0L
@ bF¥_active_1 5470000
% bOA_Req_1  500(
% bReset BOGE
= @ R_IB_IL_24... Arofisafariost
4 activate_.. 5001
4 AutoOA OO0
"% DiagCode WORD
"% Error sy
"% F¥_activ... SATE000
* iPar_EN_C 000
"% iPar_OK_S 500
% 0A_C 8008
"% DA_Req_S 000(
4 StartDh 500K

Global variables

=]
¥ | Inisert with arguments I | Insert with namespace prefix j

¥ structured view

Filter: INone

[ o 1|

I Show documnentation Caneel |

%

Fig. 6-20: Variable declaration input assistance with "Global Variables" catego-

ry and "loConfigRemote_Globals"

% activate_FY_C -
g AUEDOA
ip[pl_Par_OK_L
@ bError_1
@ bFY_active_1
@ b _Reg_1
@ bReset

" DiagCode

" Error

" FY_activated S

[

Example: Intellisense with global variables from "loConfigRe-
mote_Globals"

Fig. 6-21:

I

Variables mapped to an I/O channel can be written and forced
when debugging the program.

Program Organization Units (POUSs)

POUs (Program Organization Units) are programming objects of the
IndraWorks Safety Manager that are either defined as program (PROGRAM)
or function block (FUNCTION_BLOCK).

Any number of POUs can be added in the project tree of the Safety applica-
tion.

Program and function block features.
®  Program:

Programs cannot be called by other programs, however, instances of
function blocks can be called.

Programs are directly called in the Safety task. The programs to be
called are defined in the Safety task object. Only called programs are
executed on the control.

° Function block:

Function blocks are always called by means of an instance which is a
copy of the function block containing the data. Each instance has an
identifier (instance name) and a data structure that contains its input,
output and internal variables.

In function blocks, instances of other function blocks can be called.
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Adding a POU

Project development in SafeLogic

Function blocks are declared and applied in accordance with
IndraWorks standard and is not explained in more detail here.

1.  Select SafetyApp in the project tree
2. Activate the context menu command Add object by selecting Safety
Basic-POU or Safety Extended-POU

3. Enter the name and comment of the POU in the Add Basic or Extended-
POU dialog (refer to) and select the function block type PROGRAM or
FUNCTION_BLOCK (see fig. 6-22 "Creating an Extended POU, function
block type: FUNCTION_BLOCK" on page 56).

4. If FUNCTION_BLOCK is defined as function block type, the checkbox
Use Single Call can be ticked. If this checkbox is not selected, the POU
can be called multiple times.

If PROGRAM is selected as function block type, the checkbox for a sin-
gle call is ticked automatically and cannot be changed.

5. Activate the Open button

= Commenting POUs

The "Comment" field should include the following information on
each POU acc. to the PLCopen:

- Author

- Creation date of the POU

- Release date

- Version

- Version history

- Functional description (including I/O-parameters)

NOTICE Generating, editing, removing of extended

POUs

In case of a Safety project with Safety user configuration, that only enables
members of the user group Safety.ExtendedLevel to create Extended-POUs,
the right to modify and remove Extended POUs is to be denied in the Access
control tab of the Safety user group if the Extended-POU is only to be modi-
fied and removed by members of the user group Safety.ExtendedLevel.

R911398635_Edition 02 Bosch Rexroth AG
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POU object properties

Bosch Rexroth AG R911398635_Edition 02

Add Object Wizard
Add Object —

Marne:
POU_FE

Cornrment

—POU Type
" PROGRAM
¢ FUNCTION_BLOCK

—PLCCpen
I Single call

Fig. 6-22: Creating an Extended POU, function block type.: "FUNC-
TION_BLOCK"

For the POU editor and creating the program code in POUs, see POUs, page
87.

Each POU of the Safety application has a properties dialog with the tabs
Common, Safety and Access control.

The properties dialog is opened by selecting the respective POU in the proj-
ect tree and selecting the context menu command Properties....

Properties - POU_FB [IndraMotion™MIcl: Safety CPU_CFLD1_1_F1_:Saf..

Common  Safety |.¢\ccess contral I

Safety CRC: 16#E748_FSDE

Wersion: I

Comment:

Usage
r Single call

oK I Cancel Apply

Fig. 6-23: Properties of a POU, "Safety" tab
o Checksum: Checksum of this POU

e  Version (editable): The developer may freely select the version. The ver-
sion serves for quickly finding out the version of the object in the com-
parison view of the Safety application object.

e  Comment (editable)
e Usage
The Single call checkbox

— Is automatically selected for the function block type PROGRAM.
The setting cannot be changed

- Can be activated and enabled or disabled for the function block
type FUNCTION_BLOCK.
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6.9

Safety task

Adding the safety task

Safety task object properties

Safety task editor

Project development in SafeLogic

For details on the POU editor, see POUs, page 87.

Project Navigator has to contain only one = safety task under the safety
application object. This safety task calls the programs (PROGRAM type
POUs) in the safety application object in a configurable order. It therefore de-
fines the programs executed on the control. Set the program selection and
sequence. The programs listed in the editor correspond to the program POUs
in the project tree.

The safety task object is automatically added under the Safety application ob-
ject when adding the Safety control.

If the safety task is not added automatically or is deleted, the object can be
added to the Safety application object using the context menu command Add
and selecting Safety task.

The Safety tab in the properties dialog box contains the checksum of the
"safety task" object and editable fields for the safety task version and com-
ment.

Properties - Safety Task [IndraMotion™MIcl: Safety CPU_CFLD1_1_F1_..

Common | Arcess conkrol I

Safety CRC: 16#50FE_FABE

Wersion: I

Cornrnent:

Ok I Cancel Apply

Fig. 6-24: Safety task properties, "Safety” tab

=

Safety Task -

In Work

Cucle tire: I 10 mz

| Program | Commenk | Up |
SafeProg
SafeProgl Drinaary |
CSas

All

MHone

The list of programs to execute in the project iz consistent with the list displayed.

| b

Fefresh

Fig. 6-25: Safety task editor
The task object editor consists of three sections:
®  Pin information

R911398635_Edition 02 Bosch Rexroth AG
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Cycle time

Program list

o Editable cycle time display
®  List of programs with buttons

The cycle time value can be changed. It is entered in whole ms (millisec-
onds). A cycle time reasonable for the selected device is set by default (10
ms in the example). The cycle time can be set between 3 and 150 ms in 1 ms
increments.

e |f a value lower than that permitted for this Safety control is entered, the
minimum value is used.

e |f a value higher than that permitted for this Safety control is entered, the
maximum value is used.

= Changing the cycle time also changes the pin checksum and the
object safety task checksum.

The program list contains all programs (PROGRAM type POUs) in the Safety
application.

The mark in the first column of the program list indicates which programs are
executed. Deactivating the checkbox in the first column comments out the se-
lected entries in the list. Programs with commented-out entries are not execu-
ted on the control. Commenting out is undone by clicking on the button, the
corresponding programs are called by the task.

The Up and Down buttons are used to change the order of the programs:

e  Up: the currently selected program entry is moved one positio